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Abstract

One of the problems of modern information transmission systems is the
introduction of new methods of protecting information transmitted over fiber-optic
transmission lines. Currently, new methods of unauthorized access are emerging, which
are being improved and developed every year. Within the framework of this work,
studies of additional losses during bending of the optical fiber were carried out in order
to create an automatic control system for additional losses that occur during mechanical
action leading to its bending. For this purpose, practical experiments were conducted to
measure losses in optical fiber with multiple bends and a computer program was created
based on the data obtained. With the help of this program, it is possible to estimate
additional losses in the optical fiber when the wavelength changes from 1310 to 1625
nm and the bending angle indicators from 45 to 135 degrees. The program also allows
you to automatically approximate the values of additional losses occurring in the optical
fiber with different variations of different bending angles and their number. The study of
additional losses will allow in the future to develop an automatic control system based
on changes in the indicators of additional losses and, when they change, issue a warning
signal about possible unauthorized connection to a fiber-optic cable.

Keywords: fiber-optic transmission lines, optical fiber, unauthorized access, light
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Introduction

Currently,  fiber  optics 1is widespread use of  fiber-optic

developing quite intensively and for
many years the signal transmission
range, bandwidth, speed, reliability and
other parameters have been growing.
There is not yet a sufficient alternative to
its use in data transmission systems and
measuring equipment. Due to the

transmission lines (FOTL), there is a
problem of protecting the information
transmitted over them, and there is also a
need to improve the efficiency of work.
Analysis of possible channels of
information leakage as a result of
unauthorized access (UA) is of
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paramount importance, it is necessary to
improve the methods and means of
protection of FOTL. Initially, FOTL
have a higher degree of protection of
information from unauthorized access,
compared with coaxial communication
cables and wireless data transmission
systems, this is due to the physical
principles of electromagnetic wave
propagation in the fiber, which cannot be
intercepted without disrupting the data
transmission process. In an optical fiber
(OF), an electromagnetic wave extends
beyond the fiber at a distance of no more
than a wavelength in the absence of
external influence on the fiber. This
means that the OF does not emit
electromagnetic ~ waves  into  the
surrounding space and the information
cannot be detected, as when transmitting
over a copper cable, even containing a
protective shield. OF has an order of
magnitude lower level of signal
attenuation, = compared to  other
directional data transmission systems.
There is one peculiarity when bending
occurs, part of the optical power of the
light wave or mode propagating through
the core of the S falls into the shell and
leaves the boundaries of the interface.
Accordingly, the energy of the light
wave or mode is lost during bending, the

Materials and methods of research

In the course of the literary analysis, an
overview of the principles of operation
of the OF, as well as the use of fiber-
optic technologies in communication
systems was carried out [1]. In the
collection [2], methods and technologies
of FOTL laying, crossover equipment,
the current state of fiber-optic

smaller the radius, the higher the losses,
and the greater the number of bends, the
greater the additional losses introduced.
The OF has a diameter of 125 microns
and, when stretched, has a strength
exceeding a steel thread of a similar
diameter, but when bending less than the
permissible angle, which is set for each
type of OF separately, cracks appear in
it, which leads to its destruction. With
mechanical action on the OF, a micro-
bending and photoelastic effect occurs,
in which the additional losses introduced
increase. The methods of reading
information are based on the creation of
a bend or micro-bend and the removal of
a part of the light wave from the core to
the outside. At the same time, you need
to install a photodetector that will read
the information. In this case, the
attenuation of the signal is quite difficult
to control visually, respectively, it
requires the development of methods and
automatic  means of  controlling
additional losses of the FOTL to increase
the level of information protection.
Usually, the attenuation of the signal at a
wavelength of light with a length of
1550 nm will be about 0.22 dB / km,
when bending occurs, additional losses
appear, which increases the attenuation
of the signal.

technology and its prospects were
considered. =~ Fiber-optic =~ measuring
systems are widely used in the market of
measuring systems, [3] describes fiber-
optic sensors and systems, as well as the
principles of their construction. Field
tests of a distributed fiber-optic intrusion
sensor system for long perimeters [4]



and fiber-optic interferometric
Michelson sensors [5] were considered.
The results of experimental studies of a
sensor based on a high-pressure photonic
crystal fiber were studied [6]. There is
information on the development and
implementation of a new type of
pressure sensor based on a fiber-optic
Bragg grid [7], and materials on the
current state of fiber-optic pressure
sensors were also considered [8]. In the
literature review, articles were
considered concerning losses in the OF
during bending, namely, the results of
the study of additional losses in the OF
under mechanical action [9], as well as
those arising in the OF during its
multiple bends in the wavelength range
of 1310 nm, 1550 nm and 1625 nm [10]
were obtained.

As a result of the literature review,
it turned out that the most important is
the influence of the bends of the OF on
the attenuation of the signal and the
occurrence of additional radiation power
losses (modes) during the transmission
of information. As mentioned earlier,
when bending the OF, additional energy
losses appear, which can be fixed, which
means that an automatic control system
can be built. These losses grow rapidly
after reaching a certain critical bending
radius, after overcoming which the OF
can collapse, it is about 3-10 mm for

Rcr ~

different types of fibers. The critical
radius is very small (only a few
millimeters) for fibers with a high
numerical  aperture, whereas  the
permissible bending radius is much
larger (often tens of centimeters) for
fibers in a single-mode mode with a
large transverse mode area. It has been
found that bending losses increase with
increasing  wavelength, respectively,
there is a difference in losses at 1310 and
1550 nm. This circumstance will be
taken into account when conducting
research. The increase in fiber bending
losses at long wavelengths limits the
transmission range of single-mode
fibers. Bends are divided into macro-
and micro-bends. Micro-bends are
characterized by small local violations of
the straightness of the fiber caused by
structural and technological
inhomogeneities that may occur during
the manufacture of fiber, as well as the
laying and manufacture of cable. Macro-
bends of the fiber appear as a result of
their twisting along the length of the
cable and when winding on the drum.
Losses are caused by leakage or
radiation of guided modes and become
unacceptably large when the radius of
curvature of the bend is reduced to
critical values. The critical bending
radius of the fiber is approximately
calculated by the formula:

The OF 1is able to withstand
bending at an angle of =+ 90 ° with a
radius of no more than 20 times the outer
diameter at normal ambient temperature

T am(n2-n2)3/2

mm (1

and at ambient temperature not lower
than -10 ° C. At the stand, the minimum
bending radius of the OF was within the
permissible range and was 3 mm with a



diameter of 125 microns. As experience
has shown, attackers create a situation
associated with bending or micro-
bending of the fiber using special
devices for reading information.

At the same time, some methods
do not imply the removal of the external
protective shell, which greatly facilitates
the process of stealing information.
Next, a study was studied in which the
dependence of attenuation on the
wavelength and bending radius was
determined. For practical experiments, a
laboratory stand was developed, shown
in Figure 1.
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An optical reflectometer
Yokogawa AQI1200E (Japan) was used
to measure the losses in OV with
multiple bends close to the critical
radius.

Which is an optical reflectometer
of the Optical Time Domain
Reflectometer (OTDR) standard and is
used in  telecommunications  for
operational analysis of optical cable
networks, including determining the
amount of additional losses (Figure 1).

Figure 1 - General view of the reflectometer and the stand

The result of the measurement is
the average values of additional losses
introduced by various connection
devices, welding and bending sites. The
measurement data are presented in the
form of numerical values of
instantaneous readings and averaged

values, as well as a reflectogram of the
FOTL site.

The measurement results were
entered into a table and processed using
a computer program. In order to ensure
the reliability of the results of
experimental  studies, the required
number of repetitions is set based on the



coefficient K,,, and the required degree
of accuracy. The numerical study was
carried out using the Wolframalpha
program. This program is an interactive
system that performs the processing of
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experimental results and is focused on
working with data arrays.

The required number of repetitions
of experiments is calculated based on the
coefficient of variation and is determined
by the formula:

(2)

whered, - is the mean square deviation of the coefficient K, and the required

degree of accuracy;
x - arithmetic mean.

The standard deviation is determined by the formula:

2
5= (2%
N—-n

3)

where 9, - the deviations of individual results from the group averages;

N - the total number of experiments;
n - the number of groups of experiments.

The K,q value 1is used to

establish the required number of
experiments, measured as a percentage.
If the coefficient of variation K, 1s
known for this test method, then it is
possible to determine the required
number of experiments with a reliability
of 0.95. Next, 30 measurements of
additional losses arising in the OF under
mechanical action are randomly selected

Results.
4.1 Results of laboratory studies of fiber-
optic conductor type G-652

Using the laboratory bench
presented earlier in Figure 1, empirical
studies of additional losses arising in a
single-mode G-652 standard with a
length of 10 meters, with a core and shell
size of 9/125 microns, were carried out.
Three wavelengths of optical radiation

to construct the Weibull distribution.
The confidence probability is P=0.95,
the quantile of the Student's distribution
is t = 2.0095 for a given confidence
probability with the number of degrees
of freedom n, k = n - k (n, k is the
number of suspicious observation

results). The relative measurement error
0 =3.5%.

were used: 1310, 1550 and 1625 nm.
The data obtained were processed using
a computer program that performs
automatic approximation of the results.
The graphs of the experimental results
are presented below. The graph (Figure
2) shows the dependence of the growth
of additional losses with an increase in
the number of bends of the OF, the



wavelength is 1310 nm. The number of was 90 degrees.
bending angles was 7, and their angle
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Figure 2 - Graph of the dependence of the growth of additional losses with an increase in
the number of bends of the OF at a wavelength of 1310 nm

Figure 3 shows the dependence of the growth of additional losses with an increase
in the number of bends of the S, the wavelength is 1550 nm. The number of bending
angles was 7, and their angle was 45 degrees.
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Figure 3 - Graph of the dependence of the growth of additional losses with an increase in
the number of bends of the OF at a wavelength of 1550 nm

Figure 4 shows the dependence of the growth of additional losses with an increase
in the number of bends of the S, the wavelength is 1625 nm. The number of bending
angles was 7, and their angle was 135 degrees.
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Figure 4 - Graph of the dependence of the growth of additional losses with an increase in
the number of bends of the OF at a wavelength of 1625 nm

Bending losses can reach a
maximum of 0.02 dB or more, and they
are different at different wavelengths.
The longer the transmission is at the
wavelength, the greater the bending loss.
Accordingly, using the data obtained, it
is possible to develop an automatic
system for monitoring additional losses
and, if they increase, there is a
possibility of unauthorized connection to
a fiber-optic cable.

4.2 Software development results

A program has been developed
with the help of which it is possible to
estimate losses in optical fiber with
multiple bends of a critical radius. The
program uses data obtained as a result of
empirical research, and automatically
guards approximations, as well as
conducts regression analysis of the
results. The program window is shown
in (Figure 5).
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Figure 5 - General view of the interface

For the mathematical description of power losses due to attenuation, the parameter
attenuation block a, measured on a segment of 1 km, is used in the s. It is expressed in
dB/km and is determined by the formula 4:

_ 10 P(ly)
a=-= log{—P(lz)} 4)
Pd;), P, — optical power Next, Figure 6 shows the method
measured in S, at points 11 and 12 distant of manual input. With this method,
from each other by L losses are calculated by linear regression
Attenuation increases and are represented as a mathematical

exponentially with increasing fiber
length, limiting the transmission range.
An increase in attenuation by 3 dB
corresponds to a decrease in the power
of the proposed signal by 50%.

This program has two input states,
when the data for calculation is
presented based on the results of
practical experiments and 1s
approximated automatically or by
manually entering other data that needs
to be processed.

function. All values are entered
manually, and the program performs
automatic data processing and performs
approximation. Coefficient A - denotes
the slope of the line, coefficient B - its
shift, value X - an independent variable.
Linear approximation (R2) is used to
find coefficients A and B of linear
regression so that all experimental points
lie closer to the straight line. You can
also add multiple values of the X
variable
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Figure 6 - Manual input interface

The program can also perform automatic generation of the number of bends in
random order. There are buttons for resetting the calculation results and performing the

calculation.

Discussion of the results and conclusion

As a result of the study, new
scientifically based results were obtained
that are valuable for creating an
automatic control system for additional
losses in the OF at various bending
variations. In the course of the study,
multiple data were obtained, on the basis
of which a mathematical model of the
dependence of losses on the number of
catches, types of angles and wavelength
was built, which formed the basis of the
program. The program allows you to
calculate additional losses on a fiber-
optic cable with different numbers of
bends. If we analyze the summary
diagrams, then with an increase in the
wavelength of light, additional losses in
the OF decrease, and with an increase in
bending they increase. Accordingly, with

an increase in the number of bends,
losses increase. The program operates
under the boundary conditions of the
wavelength from 1310 to 1625 nm and
the maximum number of bends is no
more than 7. The values of the specified
angles are strictly fixed from 45 to 135
degrees and do not change. The program
also allows you to automatically
approximate the values of additional
losses that occur in the optical fiber with
different variations of different bending
angles and their number. Bending losses
can reach about 0.01 dB or more, and
they are different at different
wavelengths. The study of additional
losses will allow in the future to develop
an automatic control system based on
changes in the indicators of additional



losses and, if they change, issue a unauthorized connection to a fiber-optic
warning signal about  possible cable.
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Tyiiin

Kazipri 3amanfbl akmapar 0epy xKyienepiHiH npoodiemManapblHbIH 01p1 TaTIIBIKThI-
ONTHUKAJIBIK Oepy >Keluiepl apKbLIbl OEpieTiH akmapaTThl KOpFayablH JKaHa dJIICTEpPiH
eHrizy Oosbin TaObuTanbl. Kazipri yakpITTa >KbUI CAMbIH SKETULAIPUIIN, JaMBII Kee
KaTKaH pYKCaTChI3 KIpYy/IiH >KaHa Tocuiaepi naiaa 6omyaa. OCkl )KYMBIC asChIHIa OHBIH
UiylHE OKEJEeTIH MEXaHMKAJBbIK ocep €Ty Ke3iHjae mnaijga OoJIaThlH KOCBIMIIIA
HIBIFBIHJIAPABl OaKbUIAYIBIH ABTOMATThl KYWECIH KYpy YILIIH ONTUKAJIBIK TaJIIbIKThI
UUTy Ke31Her1 KOChIMINA IIBIFBIHIAP TYpaJbl 3epTTeyiep Kyprizunal. On yuriH OipHernie
Uiy KE31HJIe ONTHKAJBIK TAIBIKTAFhl MIBIFBRIHAAPABI OISy VIIH TPAKTUKAIBIK
TOXKIpUOENep OJKYPri3ial JKOHE alblHFAaH MOJIMETTEp HETI3IHAE KOMIBIOTEPIIIK
Oarmapiama KypbuLabl. Ockl OarqapiiaMaHblH KOMETIMEH TOJKbIH Y3bIHABIFBI 1310-HaH
1625 uMm-re AeiiiH xoHe Uiy OYPBIIIBIHBIH KepceTKimTepl 45-ten 135 rpanycka aeitin
©3repreH Ke3Jle ONTUKAIIBIK TATIBIKTaFhl KOCHIMINIA IIBIFBIHAAPABI Oaraayra OOJabl.
Conpaii-ak, O6armapiaamMa opTypJili UUTy OYpBHIIITAphl MEH OJIAPJbIH CAHBIHBIH 9p TYpJIi
©3repyiMEH ONTUKAJBIK TANIIBIKTA Maia 00JaThIH KOChIMILIA HIBIFBIHAAPIBIH MOHIEPIH
aBTOMATThI TYpJE >KaKbIHJATyFa MYMKIHIIK Oepenai. KockimIa bickipanTapiabl 3epTTey
OoJaiakTa KOChIMIIIA BICBIpANTAp KOPCETKIMITEPIHIH 63TepyiHe HETi3/IeJITeH aBTOMATThI
Oakpuiay SKYHECIH 93ipjieyre »KoHE OJlap ©3TrepreH Ke3[e TalIbIKThI-ONTHKAIBIK
Kabesbre pyKcaTchl3 KOChUTY MYMKIHIIT Typajbl €CKEPTY CUTHAJIBIH Oepyre MyMKIHIIK
oepei.

KiaT ce3nep: TaIMIBIKTHI-ONTUKAIBIK TapaTy >KEJijepi, ONTUKAIBIK TaJIIIbIK,
PYKCATChI3 Kipy, KapblK TOJIKBIHBI, MOJId, ONTHUKAIBIK PEPICKTOMETP, KOCHIMIIA
IIBIFBIHIAP
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NCCIEAOBAHUE AONMOJHUTEJIBHBIX IOTEPHb BOJIOKOHHO-
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MN3I'BE
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AHHOTALUA

OpHoii W3 mpoOJieM COBPEMEHHBIX CHCTEM IMepefayr WH(pOpMaIluu SBISICTCS
BHEJIPEHUS HOBBIX METOJOB 3alUTHI WH(OOpPMAIMU TepeaaBaeMoil MO0 BOJOKOHHO-
ONTHYECKUM JIMHUSAM Tiepenadnd. B HacTosimee BpeMsi TOSBISIOTCS HOBBIE CIIOCOOBI
HECAHKIIMOHUPOBAHHOTO JIOCTYyMa, KOTOPbIE C KaXJbIM T'OJOM COBEPUICHCTBYIOTCS U
Pa3BUBAIOTCS. B pamkax pganHOW paboThl ObUIM MPOBEACHBI HUCCIEIOBAHMS
JOTIOJTHUTENbHBIX MOTEPh NpH H3rHMO€ ONTHUYECKOTO BOJIOKHA C LENbI0 CO3JaHUs
ABTOMATUYECKON CHUCTEMbl KOHTPOJISI JOMOJHUTENbHBIX MOTEPb, KOTOPbIE BO3HUKAIOT
Opyd MEXaHWYECKOM BO3JEHCTBUM MPUBOASAIIMM K ero u3ruly. [ns storo Obuin
IIPOBEJICHBI IPAKTUYECKUE OMBITHI JJII U3MEPEHUS TIOTEPh B ONTHYECKOM BOJIOKHE MPHU
MHOXXECTBEHHBIX H3rM0ax W Ha OCHOBE IIOJYYEHHBIX JIaHHBIX ObUIa co37aHa
KOMITbIOTEpHas Tporpamma. C TOMOIIBIO JaHHOW MPOTPAMMBI MOKHO OIEHUTH
JOTIOJTHUTENIbHBIC TTOTEPH B ONMTHYECKOM BOJIOKHE MPU W3MEHEHWU JJIMHBI BOJHBI OT
1310 mo 1625 um u mokazateneid yrima usruba ot 45 mo 135 rpamycoB. Taxke
mporpamMma Mo3BOJIIeT ABTOMATHYECKHU alMpPOKCUMHUPOBATH 3HAYCHUS TOTIOTHUTEIHHBIX
MOTEPh BO3HUKAIOIIUX B ONTHUYECKOM BOJIOKHE MPU PA3TUYHON BapHaIlUU Pa3IAYHBIX
YIJI0B M3ruba W ux KoJmdecTBa. VcciemoBanre MOMONHUTENBFHBIX TOTEPh MO3BOJISIT B
OynyiieM pa3paboTaThb aBTOMATHYECKYH0 CHUCTEMY KOHTPOJIs, OCHOBaHHYIO Ha
M3MEHEHUH TOKa3aTelield JOMOJHUTENbHBIX MOTeph M MPHU UX HU3MEHEHUSX BbIAaBaTh
Npeaynpek a0 CUTHAI O BO3MOKHOM HECAaHKIIMOHUPOBAHHOM TMPUCOEAUHEHUH K
BOJIOKOHHO-ONTHYECKOMY KaOeJIio.

KiroueBble cj10Ba: BOJIOKOHHO-ONTHUYECKUE JIMHUM Mepefayd, ONTHYECKOe
BOJIOKHO, HECAaHKI[MOHMPOBAHHBIA JOCTYI, CBETOBas BOJHA, MOJa, ONTHYECKUU
pedaekToMeTp, TONOJHUTEIbHBIE TOTEPH


mailto:kovtun.a73@mail.ru

